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Connecting Apache To Tomcat

Although it is possible for Tomcat to run standalone and serve
HTTP requests directly (we did this for servlets and jsps), the
Apache server does a much better job of handling tasks such as
static content and SSL connections.

For this reason, Tomcat is typically used alongside an Apache
server. Unlike PHP which runs as a module inside the Apache
process, a JVM is external and requires a mechanism to connect
It to the web server.

Tomcat inherited the Apache JServ protocol (AJP) from the
JServ project. AJP is a protocol for connecting an external
process to a servlet container. It is the responsibility of an
Apache module, in this case mod 7jk, to speak this protocol to

the servlet container (Tomcat).

»
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Connecting Apache To Tomcat ont)

In this last section of notes, 1’1l show you how to integrate Apache
and Tomcat into a single package.

The ultimate set-up will resemble the figure shown below. Note
that if you also would like Tomcat to run standalone HTTP
requests, it will need to run on a different HT TP port than Apache.
That’s why | set-up Apache on port 8081 and Tomcat on port

8080.
Apache Web Server Torcrzlca: S_ervlet
HTTP ontainer
> , reques
- mod_jk > Listen on
http Listen on O ajp13 8009 for
< < ajp13
HTTP Servlet protocol
response HTTP request response Servlet execution
handling process
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Getting The Tomcat Connector

The first step in Apache-Tomcat integration is to obtain the
Tomcat connector from Apache.

Follow the screen shots on the next few pages to obtain the
mod 7k connector.

The Windows based connector binary files has the name
mod jk-apache-2.2.4.so.

('.
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@ i |\ http: ) ftomcat. apache. org) Vl || X | 2 |-
File Edit Wiew Favorites Tools  Help

GDLngE S | G0 -;;"f__n E‘ - 'i:? Bookmarks 5] 44 blocked "';? Check % Autolink = @Settinmv
M - = — — >
W ke [ ™ Apache Tomcat - Apache Tomcat l l - B o B & 7 - [shpage -+ dm - 0 Tooks -

Apache Tomcat MEA ache

Y Software Foundatlon
http://www.apache.org/

From the main Tomcat webpage, select Tomcat
connectors from the download section. The
current documentation is also available from this

page.

Apache Tomcat Apache Tomcat

Apache TomgAt is the
« Home

Download

« Which version?
» Tomcat 6.x
« Tomcat 5.x
« Tomcat 4.1
« Tomcat 3.3

o Tomcat Connectors
o Archives

#-breed developers from around the world We invite vou to participate in this open
development project. To learn more about getting involved, click here.

Apache Tomcat powers numerous large-scale, mission-critical web applications across a
diverse range of industries and organizations. Some of these users and their stories are listed
on the PoweredBy wiki page.

Documentation

http: v, apache. orgf @ Internet H100% -
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@ i |\ http: ) ftomcat. apache. orgfdownload-connectors. cgi Vl || X | o~

File Edit Wiew Favorites Tools  Help

GDI:JEI.E S | GO u-;{,"'f;_l E‘ - 'i:i‘ Bookmarks 5344 blacked "':?‘ Check % Autolink = Settings~r
- = a — — >

W ok [ ™, Apache Tomcat - Tomeat Connectors (mod_jk) Downl. .. l l - B B H & . orPage v gen -k Tooks -

-~

Apache Tomcat m“Apache

4 mod_jk download page. ﬁg‘ﬂ?itr'g?,“

|Search the Site | [ Search Site ]

Apache Tomcat Tomcat Connectors (mod_jk) Downloads W

We recommend vou use a mirror to download our release builds, but vou muast verify the
integrity of the downloaded files using signatures downloaded from our main distribution
directories. Fecent releases (48 hours) may not vet be available from the mirrors.

» Home

Download

You are currently using http:/www.axint.net/apache. If vou encounter a problem with this

» Which version? mirror, please select another mirror. If all mirrors are failing, there are backip mirrors (at

« Tomcat 6 x ‘?—-K the end of the mirrors list) that should be available.
o Tomcat 5 x <]
+ Tomcat4.1 Other m_-irrgrg:| hitp:/fwww.axintnet/apache ""’| [ Change ]

» Tomcat 3.3

T tC tors
: ;:lhiiq SRR The E¥5 link links to the code signing kevs used to sign the product. The pcr link

downloads the OpenPGP compatible signature from our main site.

Documentation .

T rsr srmmara anfrosmnatinee ~nmcornsne Tosneat [ asmmantoee Gmand -0 caa tha Toseat

Dione [ ----------- ] @ @ Inkernet £ 100% -
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H . Cl - L) L) Cl L) -
@@ - |\ http: ) ftomcat. apache. orgfdownload-connectors. cgi

vl || X | 0|~
File Edit Wiew Favorites Tools  Help
Google G+ v Go o5 B v 9 Bockmarksw Bh44blocked %3P Check v %y Autolink = () settings

'ﬂ? 'ﬁf [ \ Apache Tomcat - Tomcat Connectors (rmod_jk) Daownl. .. l l

ﬁ'D e

El é*‘ / - I-_;‘IlaEage - gég - -:fi;;[-Tgn:uls -

>

Documentation

« Tomcat 6.0
« Tomcat 5.5
« Tomcat 5.0
« Tomcat 4.1
« Tomcat 3.3
« Tomcat Connectors

o MNioraton Gmde

Problems?

+« Security Reports
« Find help

« FAQ

e Mailing Lists

» Bug Database

« IRC

Get Involved

o Orverview
» SWVIN Repositories
o MW ailing Tists

downloads the UpenPGF compatble signa SCI‘O” down the page untll
you see the JK 1.1.21
binary releases

For more information concerning Tomcat
Connectors (mod k) site.

KEYS

| vulnerahilities in previous versions )

o JK 12 ({ WARNING: Criti
o Source
m JE 1221 Sowrce Belease tar.oz

= [pep]
s JE 1.2.21 Sowce Release zip
= [pep]
o JK 1.2 Binarv Eeleases
+ browse download area
« archives...
+ The historical mod k2 could be found in the archives

-~

St

Done

H 100%:

@ Internet
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/= Index of fapacheftomcatftomcat-connectors/jk/binarnies - Windows Internet Explorer

@.\-— 3~ |@ hitbp: e, axink. netfapacheftomcattomcat-connectors fjkfbinaries) V| g | | 2 | o

File Edit Mjew  Faworites Tools  Help

Google |G+ v Go o g B~ ¢ Bockmarksv S 44blocked 3P Check = % Autolink = (L) Settings =
B . . »

w b [{ﬁ'lndex of fapachetomcat/tomcat-connectors) jkfbinaries I l - B Lo B & 4 - [2hpage » dm v G Tools ~

s

Index of /apache/tomcat/tomcat-connectors/jk/binaries

Hame Last modified Size Description

a Parent Directory 294-Dec—-2004 05:50 -

3 aix/ 02-Mar-2007 17:06 -

Ea freebsd/S 02-Mar-2007 17:06 -

3 ioezicss 02-Maz-2007 17:06 _ Pick the directory of your

@ 1inuay 05-Mar-2007 04:03 - / choice for your machine.
==l , : .

B macosx/ 02-Mar-2007 17:06 - 'm using win3z.

Ea netware/) 05-Mar-2007 01:12 -

Ea solaris/ 05-Mar-2007 04:02 -

@ win3z/ 12-Apr-2007 23:48 -

a wing4, 12-Apr-2007 23:493 -

The Apache Jakarta Tomcat Connector 1

[ £

i w14 v | 4 S A

Dione @ Internet #100% -
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Bk

@ =y |@ hktp: ) fwmans, axint. netlapache/tomcat/tomcat-conneckors)jk/binaries fwin3zf Vl || X

File Edit Wiew Favorites Tools  Help
Google |G|+ v Go o5 B v 9 Bockmarksw Bh44blocked %3P Check v %y Autolink =

ﬁ ke [@Index of ,I'apan:he,l't-:umcat,l't-:umcat-cnnnectnrs,l’jk,l'binari...l l @’ - B L= | :E / v r_{,"Eage M Eéél + _’:.,I' Tools -

@ Settings

>

Index of /apache/tomcat/tomcat-
connectors/jk/binaries/win32

Hame Last modified Size Description

[}%]

[}%]

i

s
|

ﬁ Parent Directorvy 04-Mar-2007

fhd

I3

L

8¢}
|

Eﬁ Jk-1.2.21/ 04-Mar-2007
you want.

& dk-1.2.22/ 13-Apr-2007 00:02 -

Make your choice here
e and select the version

The Apache Jakarta Tomcat Connector

s Current stable versionis jk-1.2.21

Dane a Internet

H100% -
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/= Index of fapacheftomcatftomcat-connectors/jk/binariesfwin32/jk-1.2.22 - Windows Internet Explorer

@.\-— 3~ |@ hitkp: vy, axint netfapacheftormcat ftomecat-connectarsfjktbinaries fwin3zfjk-1.2, 22 V| 3| X | -

File Edit Mjew  Faworites Tools  Help

Google |G+ v Go o g B~ ¢ Bockmarksv S 44blocked 3P Check = % Autolink = (L) Settings =
B . . »

v o [{ﬁ'lndex of Japacheftomcat /tomcat-connectors)jk/binari. .. I l - B 528 & & -[:rprage - s - Tools -

Index of /apache/tomcat/tomcat- |
connectors/jk/binaries/win32/jk-1.2.22

Hame Last modified Size Description
a Parent Directory 12-Apr-2007 23:48 -
isapi redirect.dll 12-Apr-2007 22:14 228k
izapi redirect.dll.asc 12-Apr—-2007 22:37 1k
Jk—-svyvmbols.Zip 12-Bpr—-2007 22:32 092k B
Jk-svmbols.zip.asc 12-Apr-2007 22:37 1k Download thlS flle and place |t
mod jk-apache-1.3.37.s50 12-Apr-2007 22:12 180k in the
mod ik-apache—-1.3.37.s50.asc 12-Rpr-2007 22:37 1k Wamp/Apache2/modules
mod k-apache—-2.0.59.s0 12-Zpr-2007 22:11 188k directory.
mod jk-apache-2.0.59.=80.asc 12-Apr-2007 22:37 1k
mod jk—-apache-2.2.4.=30 12-Apr-2007 22:11 188k
mod Jk—apache-2.2.4.30.asc 12-Apr-2007 22:37 1k
@ nzapi redirect.dll 12-Bpr—-2007 22:32 176k
= w
€D Inkernet F00% v
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Installing The Tomcat Connector

Once you’ve downloaded the Tomcat connector, put it in the modules
directory of your Apache installation’s root directory.

File  Edit

eﬁack < \_/l

Wi

Fawvarites

lm ‘2__‘] Search - Folders v

Tools  Help

..!*r

Address (3 E:\Program Files\wampiapachezimodules

File and Folder Tasks

...j Make a new Folder

@ Publish this Faolder o
the Web

! Share this Folder

oOther Places

I Apachez
[} My Dacuments

I Shared Documents
d My Cormpuker
\-'-j My Metwork Places

Details

modules
File Folder

Date Modified: Today, April

e W 1

V|G|:|

# ||l mod _actions . so
rmod_alias, so
rmod_asis.so
miod_auth_basic,so
mod_auth_digest,so
mod_autbn_anon.so
mod_aotbn_dbd, so
mod_autbn_dbm, so
mod_authn_defaulk,sa
miod_authn_file.so
miod_authnz_ldap.so
miod_authz_dbm.so
mod_authz_defaulk,so

mod_authz_groupfile, so

mod_authz_host, 5o
mod_authz_user,so
rnod_auboindes, so

rmod_cache.so

mod_cern_meta,so

miod_cgiso

= mod_charset_lite.so

b

rnod_daw,so
mod_dav_fs.s0
rmod_dbd. so
rnod_deflate, so
rnod _dir, 5o
mod_disk_cache,so
mod_dumpio, so
rnod_ery.so
mod_gxpires.so
miod_ext_filker, so
mod_file_cache.so
mod_headers,so
rnod_ident . so
mod_jmagemap, so
rnod_include, so
rnod_info.so
rod_jsapi,s0
mnd_ik-apache-2.2.4.su
mod_|dap. so
mod_log_config,so
mod_log_forensic,so

rod_lagio.sa
mod_mem_cache.so
rnod_rrirne, so
mod_mime_magic.so
mod_neqaotiation, so
mod_proy, 5o
mod_procey_ajp.so
mod_proeey_balancer, so
rmod_praxy _conneck.sao
mod_proxy_ftp.so
mod_proxy_htkp.so

mod_rewrite, so

sub-

rnod_seteryif, 5o

mod_speling,

Here’s the new module

file.

mod_userdiv,so
mod_usertrack.so

mod_version. so
mod_vhost_alias.so
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Enabling The Tomcat Connector

Once you’ve put the connector file in the modules sub-directory of
your Apache installation’s root directory, you are now ready to
configure Apache to recognize and enable the module.

To do this you’ll need to edit your Apache configuration file. This is
the same file you edited to enable PHP.

This file is located in the conf subdirectory and is named ht tpd.

(=13
Eile Edit Wi Faworites Tools Help -.1.'
@ Back - \_) lm P ! Search b= Folders HH
: SIGE
-~
File and Folder Tasks slia Ed - -
it this file
l_j Make a new Folder
Publish this Folder o charset,conw
the Web axkra oMY File
k=t sShare this Folder Z kB
htktpd ___ magic
COMF File aa= File
Other Places 20 KB Sl 14 KB
=) Apachez — mime. types f’ & openssl
[ My Documen [ T¥PES File ’EI Speadbial
16 KB E — | 10 KE

I Shared Documen [

d My Compuker

w1y Mebwork Places
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I httpd - Notepad

File Edit Format View Help

Add all of this h
### begin material for mod_jk connector / dd al of th

enable mod_jk

# Load mod_jk module
# Update this path to match your modules location
Loadmodule jk_module "E:/ /Program Files//wamp/sapache? modules /mod_jk-apache-2.2.4.50"

# Declare the module for <IfmModule directive: (remove this Tine on Apache 2.x)
#FaddmoduTle mod_jk. c

# where to find workers.properties
# Update this path to match your conf directory location (put workers.properties next to httpd. conf)
#JkworkersFile "E:/Program Files/apache Software Foundationg/Tomcat 5.5.20/conf/workers.properties"

# where to put jk Togs

# Update this path to match your logs directory location (put mod_jk.log next to access_log)
#JkLogFile "E:/Program Files/ wamp/sapachez,Togs//mod_jk.log"

# sSet the qk Tog level [debugserror/info]

#lkLoglevel dnfo

# select the log faormat
#FlkLogstampFormat " [%a xb fd HH:EMIES Sy ]

# Jkoptions indicate to send S5L KEY SIZE,
#Jlkoptions  +Forwardkeysize +ForwardURICompat -ForwardDirectories

# JkReguestLogFormat set the reqguest format
#JkRequestLogFormat Tiw S ORT

# send eve;ythin? for context Jexamples to worker named workerl (ajpls)
ex

#JkMount ampTles, workerl

JkMount Scopd 1o, a%plE -

Jkmount SFirst-examples/ ajpl3

### end material for mod_jk connectaor — 1 Add JKMount directives for

2 any servlets and jsps to go
through Tomcat. -
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The JWorkerFile directive (see previous page) refers to a separate
file that configures the ajp13 protocol communications parameters.
An example called workers.properties Is included with
mod jk. For a basic set-up, this default file will work fine.

There are a couple of things you should verify however: (1)
workers.tomcat home should agree with the value you’ve

already set for Tomcat called CATALINA HOME, and (2)
worker.ajpl3.port must be the same as the one listed in the
Tomcat server.xml file as shown on the next page.

In more robust applications, additional editing of the JWorkerFile
will be required. For example, if you have more than one installation
of Tomcat on your machine, you’ll need to adjust the
worker.ajp.port parameter in workers.properties to
make sure that mod jk Is connecting to the correct Tomcat
installation as Tomcat installations will not be able to start up sharing
port numbers.
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File Edit WYiew Insert Format Help

DEE £& #4

worker.ajplsd.lbhfactor=1

S DEFAULT ajpl3 WORKER DEFINITION -—~go-——-——-——-—=—————————————

# Defining a worker named ajpl3 and of type ajplid
# Note that the name and the type do not have to match.
#

worker.ajpl3.port=3009

worker.ajpl3.host=localhost

worker.ajpli.type=ajpl3

#

# Specifies the load balance factor when used with

# a load balancing worker.

# Note:

# ———-> lhfactor must be > 0

# ----> Low lbfactor means less work done by the worker.
worker.ajpls.lbhfactor=1

#
# Specify the size of the open connection cache.
H#worker.ajpl3.cachesize

The portion of the Tomcat
worker.properties file showing the
definition for the default AJP 1.3
worker. NOTE: the port number
listed here must match the port
number listed in the Tomcat
server.xml file as shown on the
next page.

For Help, press F1

10}
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L) : ] = A Dd = 1 Cl = L) i 1 1 ] ' 1 = = (] ifn = = [0 = -
K?c)v|EEmmmﬂEWEWEMWﬁmmmﬁmﬂEMWWMWWmI V|% 4 |p'
File Edit ‘Wiew Fawaorites Tools  Help
Google G wlGo oG B v Oy Bockmarksw Sh44blocked 0P Check » v - () settings
— —_ _ — >
'ﬂ? E [gg]v]ﬁlndex of Japacheftomeat. .. ]@E:'I,F‘rngram Filesiapac.., l l ﬁ N )| EEE | é’ / - I-_;‘IlaEage v ey vk Tools <
'@' To help protect wour security, Inkernet Explorer has restricked this webpage From running scripts or Activel controls that could access wour computer, Click here For x
options. ..
e e A
:_;E;:;:::=”;a =I-a qq'_E::::::-_=“i:.:~“ e
-->
<l-- Define an AJP 1.3 Connector on port 8009 --=
<Connector port="8009" enableLoockups="false" redirectPort="8443" protocol="AJPf1.3" /=
«l-- Define a Promied HITFE/1.l1 Connector on port 8082 -- = .
- The portion of the

«l-- Define the top level container in our container hierarch -- =
H —n = n —n n
- «<Engine name="Catalina" defaultHost="localhost">
- mE varrtEot AT e o) v AT =F Aalrremed e T a T AT ST
t equUesT aumpoe alve IAMpE uZerul aeougogling 1nrorm aTion apout

the request headers and cookiez that were received, and the response
header=s and cookie=s that were sent, for all requests received by
thi=z in=stance of Tomcat If yvou care only about reguests to a

£

Tomcat server.xml file
showing the definition
for the AJP 1.3
connector. This
connector port
number listed here
must match the port
number in the
workers.properties
file as shown on the
previous page.

b
k.

'i' Dane 4 My Compuker

Ho100% v
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File Edit ‘Wiew Fawvorites Tools  Help

Google |Gl

K 4 '1% @ Basic Welcome Serwvlet l l

v oo B v 9 Bookmarks= B0 44blocked  UF Check » 9 Autolink B

@ Settingsw
ol

G- B

G B & / - [Frace - dmb - {f Tooks ~

Clicl: the button to mrvolce a Welcome servlet [

Run Welcome Serviet ]

Our original welcome servlet now
being executed from within the
WAMP Apache server illustrating
the correct integration of Tomcat
and Apache!

Don’t forget to start the Tomcat
server!

i1 BINe ploTe L]
@.\:/. - \g https/flocalhost: 8081 fFirst-examples i V| | X ‘ ‘ P
File Edit Wiew Favarites Tools  Help
GDLngE G ¥ |G o5 E‘ v 7 Bookmarksv @44 blocked ®Setting5v

»»

l_l -0 %84 /7 G- 8-

W [@WelcumetnServlets!

Hello!!

Welcome To The Exciting World Of
Servlet Technology!

Done & Local ntranet H100% -

I,I'First-examples,l'welcnmel

.3 Local inkranek mfo =
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/= An Initial JSP Example - Windows Internet Explorer

= B & Z v lhpage v i v (T Tools ~

Q ) v g http:/flocalhost: 8081 /cop4610/jsp/clock.jsp V| ¥ X | [ R~
File Edit View Favorites Tools Help

Google [Clv v iGoog B v 9 Bockmarksw S Ngblocked % Check » 9§ Autolink v > () settingsv
0 4 | @ an Initial 5P Example [ R -

»

A Clock JSP

[Mon Apr 20 08:55:40 EDT 2009

Final slide illustrating
execution of a JSP from within

Done

_ Apache via Tomcat.
e
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